Advance Northumberland Commercial Limited: Privacy Notice

How we handle your information

Everyone working for Advance Northumberland Commercial Limited (Advance Northumberland)
has a legal duty to keep and processinformation aboutyou in accordance with the law. This
document aims to explain why we ask foryour personal information, how thatinformation willbe
used and how you can access yourrecords.

Why is information recorded about me?

We use information about Advance Northumberland tenants and customers to enable usto provide
you with our commercial premises, including office, industrial, retail and leisure space. Itallows us to
deliverourservices and carry out specific building maintenance and facilities management
functions, forwhichwe are responsible. We keeprecordsabout Advance tenants and customers
that are written down (manual records), and ones kept on a computer (electronic records) andin our
finance database.

These records may include:

. Basic details about you, for example your name, your business name and address, your
telephone number/s and email addresses.

. Unique identifiers, such as your home address or date of birth.

. Yourbank details.

= Copiesof your leases ortenancy agreements, currentand historic.

. Copiesof yourservice charges, currentand historic.

. Contactwe have had with you, for example, meetings with Advance Northumberland
staff and copies of correspondence.

. Notesand reports about your relevant circumstances.

= CCTVimages.

What is the information used for?

Yourinformationisusedto principally to enterinto alegal agreementand ensure we provideyou
with the servicesyou requirefrom Advance Northumberland and meet our statutory obligations. It
isimportantyour records are accurate and up-to-date as they will help ensure our staff are able to
provide you with the help, advice or supportyou need.

Duringthe process of creating atenancy agreement, we use Credit Safe UK to carry outa credit
checkandyou are asked to signa consentformas part of ourapplication process to enable ustodo
this. Credit Safe have their own Privacy Policy, whichisavailable online at
www.creditsafe.com/gb/en/legal/privacy-policy.html

If you do not wantto provide us with information or the consent for the credit check you should not
use ourservices. We would not be able to create alease or tenancy agreement, whichmeans you
would have nolegal basisto occupy our premises. We would also be unableto generate correctrent
and service chargeinvoices or receive payments, and without your payments you would be in breach
of any lease ortenancy agreement.



Advance Northumberland outsource the management of service charges to third-party agents,
where thisisthe case, yourdetails, including a copy of the lease you have signed will be shared with
them. Ouragentwill engage with you directly on our behalf forthe duration of your lease.

We have CCTV systems recording external and internal images atthe sites specified below. These
are usedforretrospectivereviewonly, theyare no actively monitored. The systemsrecordimages
to alocal harddrive.

= Grasmere Way.

= Ashington Workspace Industrial Units.

=  WansbeckBusiness Parkincluding Esther Court, AshingtonCourtand the remainder of the
Business Park.

= GreenLane Workshops.

= MerchantCourt.

= AshwoodBusinessPark.

=  WansbeckNetwork Centre.

= NelsonParkNetwork Centre (Cramlington).

= Advance NorthumberlandLimited Head Office.

How long is the information used for?

Inorderto provide you with thisservice, we rely on the legal basis of Article 6(1) (b) which states
processingis necessary forthe performance of a contract with the data subject orto take stepsto
enterintoacontract. Yourdetails will be kept for the duration of your tenancy agreementand then
archived as perour Document Retention Policy. Processing is keptto aminimumand will only be
processedinaccordance with the law.

Our CCTV hard drivesretainimages forupto 31 days and then the informationisrecorded over
permanentlyandisnotretrievable.

Sharing your information

When other suppliers are involved in the delivery of your services with Advance Northumberland, for
example settingup service charges, we may need to share details aboutyou to enable usto work
togetherforyourbenefit. Information will only be shared with third parties if they have genuine and
lawful need forit.

Occasions when yourinformation needsto be disclosed (shared) include:
. To process service charges (whereapplicable).
] To carry out maintenance tasks on your behalf at your premises or on the Estate where
your premises are based.
" Where the health and safety of othersis at risk.
. When the law requires usto pass on information under special circumstances.

Anyone who receivesinformationfrom us has a legal duty tokeepit confidential

We are requiredby law to report certain information to appropriate authorities —for example:
. Where aformal courtorderhas beenissued.
. Where we encounter infectious diseases, which may be a public health concern.



Partner organisations who receive information about you

Asoutlined above, our application process involves sharing informationwith Credit Safe UK to carry
outa creditcheck. The Privacy Policy of Credit Safe states thatinformation couldbe shared outside
of the European Economic Area (EEA), butthatany parties processing personal datawould be
compliantwith UK law.

Advance Northumberland outsource most, though notall, reactiveand planned repairjobs. We
maintain a list of Approved Contractorsto allocate ordersto. See the furtherinformation section
below forour contactdetails. Inthe eventyou reportarepairat your premises, your name, address
and contactdetails would be issued to an Approved Contractor. Note however, thaton some
occasions, the person attendingto yourrepair could be an Advance Northumberland member of
staff and no data would be shared externally.

Advance Northumberlandalso outsource our out of hours emergency repair telephoneservice. A
third party answers ourtelephones outside of our business hours and would be responsible for
collectingyour name, address and contactdetails. They too would pass on the details to an
Approved Contractor. If you occupy space atone of our Network Centresin either Cramlingtonor
Ashington, your name, address and emergency contact detailswould be provided to the out of
hours contractorin advance and as soon as you occupy space atone of these sites. Thisisto enable
themto respondto security alarms.

Estates with service charges are outsourced to Agents (as outlined above).

Advance Northumberlandengage with reputable and competent contracts to supply, service and
maintain equipmentonsite, whichincludes our CCTV Systems. Through the process of maintaining
thisequipment, itis possiblethe serviceengineer willhave accessto personal data, i.e. animage
stored onthe harddrive at a particularsite.

Our Approved Contractors, Service Charge Agents and other suppliers can be requested fromour
Head Office using the dpo@advancenorthumberland.co.uk email address or asking for the Data
Processor.

Data could be shared for the purpose of economicand orregenerationrelated research carried out
by ourshareholder (Northumberland County Council). Datawould be fortheirinternal use only, and
noidentifiableinformation would be placed in the public domain.

With the exception of credit checks via Credit Safe UK (as set out above), yourinformation will only
be processed within the European Economic Area (EEA) and will not be shared with overseas
recipients.

Can | see my records?

The General Data Protection Regulation allows you to find out whatinformation is held about you,
on paperand computerrecords. Thisis known as ‘right of subjectaccess’and appliesto yourrecords
with Advance Northumberland Commercial Limited, along with all other personal records we hold.



If you wish to see a copy of yourrecords you should submita Subject Access Request directly to The
Data Processor at Wansbeck Workspace, Rotary Parkway, Ashington, Northumberland, NE638QZ
or by emailing dpo@advancenorthumberland.co.uk or by calling 01670 528400. You are entitled to
receiveacopy of yourrecords free of charge, within amonth. In certain circumstances access to
yourrecords may be limited, forexample, if the records you have aske d for contain information
relating to another person.

Do | have Other Rights?
Data Protection laws gives you the right:

1.  Tobeinformedwhy, where and how we use yourinformation.

2.  Toaskforaccesstoyourinformation.

3. To ask forinformation to be correctedifinaccurate orincomplete.

4.  Toaskforyourinformationto be deleted orremovedwherethereisnoneedforusto
continue processingit.

5. To ask us torestrictthe use of yourinformation.

6.  Toaskustocopyortransferyourinformationfromone IT systemto anotherin a safe
and secure way, withoutimpacting the quality of the information.

7. To objectto how yourinformationisused.

8.  Tochallengeanydecisions made without human intervention (automated decision
making).

9.  Tolodge acomplaintwiththe Information Commissioner’s Office whose contact details
are below.

10. Ifourprocessingisbased upon yourconsent, towithdraw your consent.

Further information

If you would like to know more about how we use yourinformation, orif forany reason you do not
wish to have your information used in any of the ways described in thisleaflet, pleasetell us. Please
contactthe Data Processoron 01670 528400 0r atemail address
dpo®@advancenorthumberland.co.uk

Details of the Information Commissioner can be found at: https://ico.org.uk/




